
NEADA Presentation

Internal Controls and You
How Internal Controls Can Improve and 
Protect Our Energy Assistance Program

John M. Harvanko, Director
Office of Energy Assistance Programs

State of Minnesota
John.harvanko@state.mn.us

1

March 2015



March 2015

NEADA Presentation

2

John Harvanko
 Minnesota State LIHEAP Director 15 years
 Also18 years in workforce development programs
 Participates on National Program Integrity Workgroup
 MN LIHEAP (called EAP) has been incorporating 

Internal Controls Framework (ICF) for the last 7 years
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Presentation Intentions
 To show how internal controls work in the real world
 To explain new Green Standard requirement
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Internal Control Framework (ICF)
What is ICF?
How does it Minnesota use ICF for EAP?
What is the Green Standard



March 2015

NEADA Presentation

5

ICF Frameworks 
There are a variety of framework options
 The U.S. Government Accountability Office (GAO), Standards 

for Internal Control in the Federal Government, is known as 
the Green Standard.  
 The Green Book provides a standard model for organizing, 

documenting, and discussing internal controls.  
 The Green Book was selected because of its government 

focus, use of government terminology, and its similarities to 
the COSO Framework. (COSO is directed to private sector)
 Luckily Minnesota used the “Green Standard” 7 years ago 
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Internal Control Definition
Defines internal control as a process, affected by 
individuals within an organization, designed to provide 
reasonable assurance regarding the achievement of 
these objectives:

1. Effectiveness and efficiency of operations,
2. Reliability of financial reporting, and 
3. Compliance with applicable laws & regulations
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ICF Structure

1. Control Environment
2. Risk Assessment & Management
3. Control Activities
4. Information & Communication
5. Monitoring

The three objectives are supported by the framework. The 
framework, is comprised of five interrelated components that can 
react dynamically to changing conditions:
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Green Standard & 17 Guiding Principles 
1. Control Environment

1. Demonstrate commitment to integrity & ethical values
2. Exercise oversight responsibility
3. Establish structure, responsibility, and authority
4. Demonstrate commitment to competence
5. Enforce accountability

2. Risk Assessment
6. Define objectives and risk tolerances
7. Identify, analyze, and respond to risk
8. Assess fraud risk
9. Analyze and respond to change

3. Control Activities
10. Design control activities 
11. Design activities for the information system
12. Implement control activities

4. Information & Communication
13. Use quality information
14.Communicate internally
15. Communicate externally

5. Monitoring
16. Perform monitoring activities 
17. Remediate deficiencies
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Minnesota ICF
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Frames within Framework (ICF)
 Federal & State Controls

•Rules and fiscal practices
•GAO, OLA, MMB
 Department of Commerce 

•Mission & fiscal control
 EAP State Office

•Program policy & procedure requirement
•Risk and quality controls
•Fiscal allocation and auditing
•Monitoring
•T&TA
 EAP Service Providers (SP)

•Execute program mission
•Implementation of policies and procedures with 

a quality control environment
•Manage SP specific risks
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EAP ICF – 1. Control Environment 
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EAP ICF – 2. Risk Management
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EAP ICF – 3. Control Activities
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EAP ICF – 4. Communication & Information
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EAP ICF – 5. Monitoring
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Green Standard & 17 Guiding Principles 
One significant change is the codification of seventeen principles that support the five internal control components.  
The seventeen principles of effective internal control to implement with examples of EAP control activities are as 
follows: 

Control Environment 
1. Demonstrate commitment to integrity and ethical values 

a. EAP Program Mission 
b. Business Strategy Model (BSM) – States management values 
c. Commerce Code of Conduct 

2. Exercise oversight responsibility 
a. Conducts program audits and Q&PC 
b. Develops guidance (Policies & Procedures) 
c. Conducts risk mitigation activities 

3. Establish structure, responsibility, and authority 
a. EAP State Staff Structure 
b. EAP Methodology assigns leads and taskers 
c. Coordinator responsibilities (In Manual) 
d. Require SP authorization for allocation, communication etc.  

4. Demonstrate commitment to competence 
a. Conduct annual training  
b. Conduct ongoing interaction at EACA 
c. Offer T&TA 
d. State staff learn and practice common methodology 
e. State staff performance reviews  

5. Enforce accountability 
a. Issues finding and recommendation requiring corrective action 
b. Need consequence for underperforming and non-compliance SP 

Risk Assessment 
How EAP does: 
 SP Risk Assessment 
 State Level Risk assessment 
 Require SP to conduct EAP risk assessment 

6. Define objectives and risk tolerances 
a. Deduct based on risk level and appropriate mitigation 
b. Have some tolerances determined in file examinations 
c. Need to do this Needs improvement 

7. Identify, analyze, and respond to risk 
a. Very strong 

8. Assess fraud risk 
a. Strong – part of each 

9. Analyze and respond to change 
Control Activities 
10. Design control activities 

a. Strong Policies (Manual) 
b. Benefit limits 
c. eHEAT central Payments & other controls 
d. Documented business processes (Shared, understood, extensibility and available for examination 

and re-engineering when controls issues are found) 
Weakness/risk: Limitation on EAPWX oversight 

11. Design activities for the information system 
a. eHEAT 
b. Service Delivery 
c. Grants management –  

i. Allocation 
ii. Fiscal oversight FSR, Cash request, 
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Meeting the 16 Assurance
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Q & A


